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NIST CREIREEMAERHR) ICLPMEFARTEEBESTRELCTOIIH

ler Search CSRC Q = CSRC MENU

Information Technology Laboratory

Z TORE 251 =4
2016: NEFA 82 = 59+23
2017: Round 1 DIEfIFT 691 = 48+21
2019: Round 2 DIEMFFT 2614 = 17+9

2020: Round 3 D R H&AZHE 7H = 4+3
Post-Quantum Cryptography rqc 'f‘b%’f@%?ﬁ 8 ﬁ; = 5+3

COMPUTER SECURITY RESOURCE CENTER

PROJECTS POST-QUANTUM CRYPTOGRAPHY

f v
- 2022:
Post-Quantum Cryptography Standardization S PROJECT LINKS - = - = 5 .
L L 5 ~,
. L] —
The Round 3 candidates were announced July 22, 2020. NISTIR 8309, Status Report on the Second Round of Overview *% l HE 7 i HaSh HE 5 O) */_.R LI— ’f I:I % /7_ % IE
the NIST Post-Quantum Cryptography Standardization Process is now available. NIST has -~ ) | > ==
2 fE= 5| EHeE d
developed Guidelines for Submitting Tweaks for Third Round Finalists and Candidates. Q * ﬁ D 0) E I ] "J_U RO Un 4 /\
News & Updates N N -
- BRZARDENTOERZ FHh 5%
Call for Proposal (i ion retained for historical purposes-call closed 11/30/2017) Events I 1—' 2 0 2 3 b 9:F I:l
Publications
NIST has initiated a process to solicit, evaluate, and standardize one or more quantum-resistant public-key Presentations
cryptographic algorithms. Currently, public-key cryptographic algorithms are specified in FIPS 186-4, Digital
Signature Standard, as well as special publications SP 800-56A Revision 2, Rec dation for Pair-Wise Key ADDITIONAL PAGES
blish Schemes Using_ Discrete Logarithm Cryptography and SP 800-56B Revision 1, Rec dation for Post-Q Cr hy Standar oo
Pair-Wise Key-Establish Schemes Using Integer Factorization Cryptography. However, these algorithms are -

Call for Proposals
vulnerable to attacks from large-scale quantum computers (see NISTIR 8105, Report on Post Quantum P

(cf. https://csrc.nist.gov/projects/post-quantum-cryptography)

MEFETEEESIEE(L TOE X 2022 FEEEATE AR

Type PKE/KEM Signature
W FHES  CRYSTALS-Kyber | CRYSTALS-Dilithum, FALCON

Hash ig= SPHINCS+




MEFETEEES1Z%{t 70+ X : Round 4 (2022.7.5)

Type PKE/KEM

fT=HE%= | BIKE, Classical McEliece, HQC
[[fERES | SIKE

METFETEEES BINE4AX 70Ot X Round 1 (40 £, 2023.7.1)

Type Signature
=S | Enhanced pgsigRM, FuLeeca, LESS, MEDS, Wave

[FfERES | SQlsign

®FHES  EagleSign, EHTv3 and EHTv4, HAETAE, HAWK, HuFu, Raccoon,
SQUIRRELS

MPC % | CROSS, MIRA, MiRitH, MQOM, Biscuit, PERK, RYDE, SDitH

2% | 3WISE, DME-Sign, HPPC, MAYO, PROV, QR-UOV, SNOVA, TUOV,
UOV, VOX

HiE@E#ER | AlMer, Ascon-Sign, FAEST, SPHINCS-alpha
ZFoftt | ALTEQ, eMLE-Sig 2.0, KAZ-SIGN, Preon, Xifrat1-Sign.|




M & FeTEEES 124 7O+ X : NIST announcement (2025.5.11)

Type PKE/KEM

ff=MES | BIKE, Classical McEliece, HQC
[fERES | SIKE

MEFETEEES BMNBEAARX At X : Round 2 (14 £, 2024.10.24)

Type Signature
=S | Enhanced pgsigRM, FuLeeca, LESS, MEDS, Wave

FIfERES | SQlsign

®FHES  EagleSign, EHTv3 and EHTv4, HAETAE, HAWK, HuFu, Raccoon,
SQUIRRELS

MPC %  CROSS, Mirath(MIRA/MiRitH), MQOM, Biscuit, PERK, RYDE, SDitH

&% | BWISE, DME-Sign, HPPC, MAYO, PROV, QR-UOV, SNOVA, TUOV,
UoV, VOX

H@EHEZR | AlMer, Ascon-Sign, FAEST, SPHINCS-alpha
D | ALTEQ, eMLE-Sig 2.0, KAZ-SIGN, Preon, Xifrat1-Sign.|




SCOPE

 NIST is primarily interested in additional general-purpose

signature schemes that are not based on structured lattices.

 NIST may also be interested in signature schemes that have

short signatures and fast verification.

* Any lattice signature would need to significantly outperform

CRYSTALS-Dilithium and FALCON and/or ensure substantial

additional security properties.

cf. D. Moody, The onramp submissions, In response to NIST’s call for additional digital signatures,
NIST PQC Seminars, 2023.6.9
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- UOV A=,
- BRABIE, WERETT

2. UOV DZEfE
- MAYO, SNOVA, QR-UOV
- R IR
3. Round 1 IC & T 28847
- SNOVA #Z 818 7T : [IA2024], [1.D2024], [NTF2024]
- SNOVA EZ5E : [Beu2024], [CLVV2024]

4. Round 2 I & T D&
+ Round 1 [CXF9 5 NIST D5 & F—L DX
- SNOVA W& #21E7T : [FINA2025]
- UOV % WERIETT : [Ran2025], [JPHGD2025]
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q: FBREDONE
Fq : {18 g DBEE
Mat,, xn(F,) : BRAEZREICES m xn T2EKORITES

SymMat,, .., (F,) : BEEAZEBICES n x n [IMTIEEDGRIES

F=(Fi, ... Fm) Fy = F where F; € Fylz1,...,2,]
a— (Fi(a),..., Fm(a))




SEMZIEREZLZARNUOVIEEICRDIDO7ZILITY X LSS .

UOV(q,v,0,m) withn=v+ o0

<DE@$&(&$&)
g T F, = F; =ZEHEEER

FFy = F UOV B (MRITETEBRSZHBZRER)

. PBR P:=FoT:F} - F)
XMMﬁQﬂDTm%tE@ﬁﬁﬁﬁa%ﬁ RER

@ FRTEHE (BRER)

beF"  der'({py)  a=T (d)
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UOV Ef% .

F = (Il,...,Fm> FZ’%FZL
S.t. ]-"k(a:) = Z ;LT 5 (CLZ'j c Fq) = thkw

— Y =YY =J =
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I<isj<wv 1<i<v,v+1<j<n
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UOV IEXI9 S EHEIETT

F:(Fl,,Fm)FZ’—)FZz

s.t. Fr(x) = j{:

1<i<v,i<j<n

/ aii

Fk —\ aflv/2

| a1441/2

\ a1;/2

aijxixj

X

SEADTEH q =2 FTHET S .

(aij € Fy) = '@Fyx

a1w/2  @1uy1/2 - aln/Q\
Qoo Goui1/2 0 @n/2| g
CLUU_|_1/2 0 0 = a an( q)

. Gyn/2

SRR
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T:Fy =2y, T@) =Tz (T € Matnn(Fy))
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=P =(P1,.--,Pm) =FoT :F;—F; st Pr(x) = 'zPyx
WZgEIT: ANFHRED,...,P, DOWERLIY,...,F,,, T =X&5.

UOV(q, v, o, m) WERETHE 1 .=0+0v, ¢: odd
Given: Pi,..., Py, € Mat, xn(F,)

Find: F,..., F,,T € Mat, «,(F,) s.t.
1. P, ='"TF,T, 1<Vk<m
_(FY  F? (I, T
2 b= (th2 Ovxo)” 1= \Omw I

where Fi'' € SymMat, .. (F,), Fi?, T € Mat,x,(F,)

VXV

WERETHE - “WERETHEZHES 7L TUXL
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- Rectangular Minrank X2 [Beu2022], [F12023]
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Rectangular MinRank 28 [Beu2021],[FI2023]

(Rectangular) MinRank 578
Given: Aq,..., A, € Mataxb(IFq), rc ZZO

Find: #1,...,t, € I, s.t. rank (Z tiAi) <r

1=1

m
e ZE A ! . < dim Ker (Z tz-AZ-> >a—r
I:II 5 E,\/\ = N

B/ i=1

1 : Kipnis-Shamir F&

Y; <Z%‘Ai>=0 (1<j<a-r)
i=1

B INMTHIRFE N
Minors”™ ! Z xz-Ai> (r + 1) XATHIIR 2K
i=1



UQV 5 MinRank BIZEADIEE

uov B F o

v s JRUE z
* * * * % %
0 0 x 0 0
0- 5 :
\* oo 0 0) s \* x 0 0)
. ~ AN ~
v o
F B, By i GR2 MLOBT TS v <m |
= rank(Fi H]) <m

FP] Fiv]
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= M ... P =¢rFY, . trEMYT

(M, Pt = ¢rEM TR

, . . . /

11 1n
T =

/ /

nl ~°° tnn

v<m = rank(FlvH]) <m

g plt oy pl it plil |
St A b T = rank(TFiUH]) <m

UOV H5 D Rectangular MinRank fE%&

Given: P ... PI") € Mat,,pn(F,), m € Z>q

Find: ¢,...,t, € F, s.t. rank (Z tip>|[ﬂ> <m

1=1
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