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https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-cryptography-standardization
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K% I8 IS (Multivariate Public Key Cryptography)
v 222 RZIANEIRA(MQREIRE) DK ERERIFEH 4 27 F A U I g S £l

/" pi: ROD Fyy LB —RBEREEZ B - N\
py = 11x% + 24x,x, + 5x1x3 + 22x3 + x,%5 + 17x2,

py = 27x% + 29x,x, + 24x3 + 27x,%5 + 19x3,

p3 = 4x% + 6x1X5 + X1X3 + 25x5 + 27x,%x5 + 26x3.

P := (p1,p2p3) 1 F3; — F3y
(1, x2,x3) = (0,1,1) == P(0,1,1)=(9816) MRAFGEEGEZLL
Q(xlleJxS) = (918116) ‘ (Xl, X2, x3) = i(o;l;l) ﬂ?ﬁ?(?&%ﬁ L/(/\ /
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NIST would like submissions for signature schemes that have short signatures and fast verification (e.g., UOV).

[1] Matsumoto, T et al.: Public quadratic polynomial-tuples for efficient signature-verification and message-encryption, EUROCRYPT1988
[2] Aviad Kipnis, Jacques Patarin, and Louis Goubin. Unbalanced Oil and Vinegar signature schemes, EUROCRYPT’'99
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B MQ (Multivariate Quadratic) &8
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P1(x1, ---»xn) = leisjsn al%')
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pm(xl; ---»xn) — leisjsn ai(,j
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[G]79] M. R. Garey et al., Computers and Intractability: A guide to the theory of NP-completeness

B Fukuoka MQ Challenge*
v MQEREOREMFHMizHNEULZO> 7T A S
v BIREIE6DDTypellThNd
| tyee | 1 | 1 | m | v [V | W

GF(q) GF(2) GF(256) GF(31) GF(2) GF(256) GF(31)
ZH n n n n n n
B 2n 2n 2n 2n/3 2n/3 2n/3

Type I, 0,MIZEES AR, Type IV, V,VIIZFBEL AR ITHIST 5
*https://www.mqchallenge.org
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Type 11 Type IIT

TypeI Type IV Type V Type VI
Number of
Variables Seed Date Contestants computational Data
(0,1,2,3,4) R
(n)
Tung Chou, | ) ith block
38 z 2020/08/03 Niederhagen Wiedemann, 2x Details
) ' AMD EPYC 7742
Bo-Yin Yang
F4-style based
algorithm to
Takuma Ito, solve MQ
Naoyuki problems, 4 x
37 1 2019/06/27 = Shinohara, Intel(R) Details
Shigenori Xeon(R) CPU
Uchiyama E5-4669 v4,
2.20GHz, 1TB
RAM
Tung Chou, | ) ith block
37 0 2020/07/03 UM iedemann, 2 Details

Niederhagen,

Bo-Yin Yang

AMD EPYC 7742
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fi:=2x% + x1x, + x5 + xy%3 + X% + X%, + X% + X3x5 = 1

fo = x12 — X1Xo + 2x22 + XpX3 — x§ + X1X5 — XXy + X3Xy — X3X5 = 2

4 )
g;i=fi(x-S) ZETEHEI D&

| 4

—1 —1
1
-1
3
3

o)

Il

I

—_
_- o N W
_oO N DNO
wowweR

J

g1 = X2 4 2x1%, + 2Xx5 — XpX3 + 2X5 + x1X4 + 2X1 X — XpXy — Xp X
—Xx3X, + X3Xs + X5 + x,x5 + 3x =1

gy = 2x% — x1%3 + 3x% + 2x% + 3xyxc + 3x,xc + X3%, + 2x3%<
2
—X5 =1
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m/)\SA—-%5: v,0€EN, n=v+o

4

X = (x1; ---;xv); x' = (xv+1: ---'xv+0)r n-%’ﬁﬂ
vinegarZ% oilZ%

B UOV FLZIET,

REUIF, NSETS Y ALISEIRT D
f1(x,x") = Zal%-)xixvﬂ + quad poly.in x

fo(x,x") = Zag})xixvﬂ + quad poly.in x

m UQV inZgE

F = (fln ""fo) : IFZ — IFZ
S:Fi — F2 1IEAURRBIS AR

m UOV FiEE

P:=FoS=(p1,,...00) : Fg — Fg
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19994 Unbalanced Oil & Vinegar (UOV)BZAXNMEREN B

ONISTENAE TIREENZ/ S X —4(by Beullens et al.)

NIST security parameter Public key
category (q,v,0) size
I

(16,96,64) 66.6 KB 96 B
| (256,68,44) 43.6 KB 128 B
1l (256,112,72) 189.2 KB 200 B
V (256,148,96) 446.9 KB 260 B
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